TO: ALL R.IRT E-MAIL USERS 


1/28/96 


SUB: Company E-MAIL Security Policy ami Retention Processes 
Front: Marvin R. Martin 

A new Company Policy on eleclronic mail (E-MAIL) security will be implemented effective 1/29/96 to 
help manage the continued growth of electronic communications. Additionally, a new process has been 
implemented to support the cost-effective storage and capture of E-MAIL documents potentially covered 
by current litigation hold requirements. This new process is described in the attached Policy. 

One of the most important points covered by the E-MAIL Security Policy deals with the retention of 
items potentially covered by current litigation hold requirements. It is the responsibility of each user to: 

1. Develop a clear understanding of which mail documents should potentially be retained for litigation 
purposes, and 

2. Consciously decide each time you “SEND” any E-MAIL item authored by you whether a copy of the 
item should be copied to the litigation account as explained in the attached policy, and 

3. Consciously decide each time you “RECEIVE” an E-MAIL item from a sender outside the Company 
whether a copy of the item should be forwarded to the litigation account as explained in the attached 
policy, 

Please note, for purposes of this Policy, a sender outside the Company includes all individuals other than 
those employed by RJRT. 

The following documents have been prepared to help each employee develop a clear understanding of the 
new Policy and E-MAIL retention methods: 

1. Company Policy on E-MAIL Security (Attached). 

2. Litigation-retention, instruction publications arc available as follows: 

a. Microsoft Mail/PC - In RJRPUBS under topic “Litigation Retention Publications”. 

b. All-In-1 - In System-Wide Drawer labeled “Litigation Retention Pub’s.”. 

c. Office Vision/DISOSS - In PUBS application labeled “Litigation Retention Publications”. 

d. PS/PC - In PUBS application labeled “Litigation Retention Publications". 

c. XcelleNet/RemoteWare (Dial-in users) In main menu labeled “Litigation Retention Pub”, 
f. Microsoft Mail / MAC - In PUBS application labeled “Litigation Retention Publications”, 

For litigation retention questions, contact your department management or the Law department (Ron 
Rianchi 0670 or Tom McKim 3348 in Winston-Salem). Contact the Hotline for routine E-MAIL usage 
questions. 

NOTE: Each new E-MAIL user will receive this documentation package in the future. 

NOTE: The following banner screen will be displayed at each logon to any Company E-MAIL system to 
reinforce the importance of proper E-MAIL retention: 


NOTICE 

COPY THE RECIPIENT NAMED RETAIN (cc: RETAIN) FOR ANY E-MAIL DOCUMENT THAT 
SHOULD POTENTIALLY BE RETAINED BASED ON THE COMPANY'S CURRENT LITIGATION 
HOLD REQUIREMENTS. DIRECT QUESTIONS TO YOUR DEPT, MGMT, OR THE LAW DEPT. 
_(RON BiANCH 1-0670 OR TOM MCKIM-3348 IN WINSTON-SALEM)_ 


51855 9171 








